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What's this about?

When?

- During October 2017
What's going to happen?

- Your TAN card (plastic card) will be replaced by an OTP code (One Time Passcode) generated by
your OnelLife OneApp application

How?
- Any broker who connects to youroffice will go through transition screens in order to activate their
new authentication system.



The transition screens
"step by step”



1st screen: enter your user number and your password
.. after having agreed to the disclaimer

youroffice  yourassets  Language ~+  FAQ

ONE
L EE

. [ ] \ your secure
yDLII'Dﬂ:ICG ( A ’brokeraocess
Lost user number? /

@  Password

Lost password?

Next

& Welcome v

i Access v
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A User number /



2nd screen: enter the security code of your TAN card
... for the last time!

vourassets ‘vouroffice Language ~ FAQ

ONE
LIEE

SN GEEE ESES (808 g —

Lost code?

a Welcome v

# Access v
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Security code /



3rd screen: read and agree to the youroffice general conditions.
... as they have been adapted to the new authentication system

ONE
LIFE

© OneLife 2017

vourassets  youroffice  Language ~  FAQ -

OneLife is continvously upgrading its systems to ensure a secure, fast and effective service for its partners and clients.
We are pleased to inform you that we have changed the authentication rules when logging on to yourassets.

Tn a few minutes, we will help you to set up this new authentication process.

Before activating vour access, please read and accept the General Terms & Conditions.

General Terms & Conditions (GTC)

Changes Authentication

[You are connected to the secured website of OneLife: wiviw.yourassets.onelife.eu com (hereafter referred to as the Website or yourassets),
which is a property of The OneL ife Company S.A. and is governed by the general tems, conditions and limitations set out below and
(OneL ife Personal Data Policy (all together hereafier referred to as the Conditions). Please read carefully these Conditions before accepting
ftaern end using the Website.

WHEREAS

(OneL ife znd the Authorised User have concluded a life assurance policy or  company owned policy (hereafier the “policy’

(OneLife offers to its Authorised Users (hereafter the “Authorised User”) a secured Website service, and the Authorised User has subseribed
the secured Website offered by OneLife by signing a secured Website Access Agreement (hereafter the Secured Website Access

|Agreement).

[These Conditions shall govern the contractual relations between OneLife and the Authorised User regarding the access and the use of the

[Secured Website by the Authorised User. These Conditions supersede and replace any other terms and conditions of any Agreement

previously signed between the Authorised User and OneLife i relztion to the access and use of the secured Website YourAssets, sxcept for

fihe Special Reciprocal Power of Attomey in case of joint subseription of a policy:

(OneLife and the Authorised User are hereafter referred to collectively as the Parties and individually as a Party.

[Now and therefore it has been agreed as follews -

\

PDF version of the GTC 8

I have read and accepted the new GTC




4th screen: Stage 1 - enter your PIN code
... necessary to link your youroffice access to OneLife OneApp.

- If you have never yet used the App,
enter a PIN code of your choice (& figures)

youroffice  yourassets ~ Language~  FAQ

ONE
LLEE

Strengthen your security

Let's get started!

To link youroffice access to OneLife OneApp please fill in the PIN code below
ur-digit number which you use when you access OneLife OneApp.

~dis
If you are a new OneLife OneApp user, you must enter a PIN code of your choice
The PIN code must respect the constraints (for example, 4 similar digits or a series of digits such as 1234 are not

accepted).

What is your preferred PIN code? /




4th screen: Stage 2 - link your OneLife OneApp to your youroffice access

=> Download the latest version of OneLife OneApp from AppStore or Google Store

-> Open the App, select your language code and the QR refresh scanner is automatically activated

-> You simply have to scan the QR code to the screen of your youroffice to link the two tools
Your youroffice screen

Strengthen your security

el i Oue gy Soplars B new Ove-Time Pasrvcrd (077 facty oo S feat scvers

srarnibcr  swara o Lasgwage «

o

Your OnelLife
OneApp screen

ONE
LIFE




On the GSM (or tablet): Stage 3 = enter your user ID.

-> The user ID contains 8 digits (not to be confused with the 4-digit PIN code)

- 09:21 LI}

ONE
LIFE

Please enter your user ID

Confirm

gwer rtyuiop
asdfghj kI
4 z X cvVvbnm<

123 @ espace retour



On the GSM (or tablet): Stage 4 > OnelLife OneApp automatically
launches the OTP code generator.

- The OTP codes are refreshed every 30 seconds and are valid for 2 minutes

QTP

1921

Start OraApp




4th screen: Stage 5 2 encoding the OTP code

- If you have not entered your OTP code within 2 minutes, please use the following OTP
code generated by OneLife OneApp

- - youreiics  yowrwnett  Lasguage = FAQ
O “
8
Strengthen your security
Loty got eaced
e
Seven !
vl e Laten Onadgp m your K15 o As ;
= o —erh ‘et wd rem . ¥ oo
Omal it Oundgy Saglays B new O Thewe Paswuced (O7F) Dol on B few wres /
Plesse enter your One-Time Pavsward (OTF) code /




4th screen: Stage 6 - validation of the OTP code

- If your codeis valid, click on “Next" to continue.

Strengthen your security

Lay o wearied

T dek vourefisoe aovens 30 Owel e Onadgy plonse 1 m S PEN civie helione
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5th screen: Enter your e-mail address
... + 3 security questions to protect access to the recovery process

ONE
LIFE

youroffice

Usetul information for an online recovery process

Recovery details are necessary for your online recomnection in case you forget your password or lose your mobile phone
Please fill in your recovery e-mail address, this will allow you to reset your credentials caline.

OneL ife will oaly wse this recovery e-mail address for reconnection purposes and your data will be used in line with OneLife's

personal data policy.

Which trusted e-mail address do you want to use?

=

After answering the questions and clicking on the Next' button, a validation link will be sent to this e-mail address_Please
elick on the link within 15 minutes to activate the e-mail address.
Ct and answer yOur three security qUesHons.

Security question 1
Security question 2

Security question 3

yourassets  Language ~  FAQ

—




5th screen (cont’d): Answer the 3 security questions
... mandatory to be able to use the recovery process

youroffice  yourassets  Language~  FAQ
ONE
LIFE

Useful information for an online recovery process

Recovery details are necessary for your online reconnection in case you forget your password or lose your mobile phone
Please fill in your recovery e-mail address. this will allow you to reset your credentials online.

OnelLife will only use this recovery e-mail address for reconnection purposes and your data will be used in line with OneLife's
persenal data pol

Which trusted e-mail address do you want to use?

b.4

Affer answering the questions and clicking on the Next' button, a validation link will be sent to this e-mail address. Please
click on the link within 13 minutes to activate the e-mail address.

Select and answer your three security questions.

Secority question 1 v

Where did you go the first time you flew on a plane?

Security question 3 ]

© OneLife 2017




6th screen: Welcome to youroffice (the transition is complete!)

ATTENTION! Don't forget to validate your e-mail address within 15 minutes

Financial information

- see the e-mail received!

Select your distribution market: Site Map Contact FR HNL  Logout

Belgium ¥ Home

Sales tools Administration tools Partnership

Settings

\‘

Welcome to youroffice

Our know-how, your efficiency

Shortcut

Client no

Dashboard

Last portfolic update

Camelea :22/09/2017
Other contracts - 20/09/2017

L1 fex
L1

Create Switch

Broker no.

Client no.

Policy no

~

Create Switch

News

Hew authentication rules for access to yourassets! ( 28/08/2017 )
Digital Transformation - "UPDATE ! 6 July 2017 - new operations tracking functionalities in YourOffice ( D6/07/2017 )
Automatic information exchange ( 01/07/2015 )

Life of the funds

New fund in our offering : EDR BOND ALLOCATION R EUR (LU1161526576) { 06/09/2017 )
Keren 2018 - absorption by Keren Corporate ( 06/08/2017 )

New funds in our offering: fund MFP SIGAV ple Best Managers (MT7000016366) ( 26/06/2017 )
CANDRIAM SRI: mergsr by absorption ( 30/03/2017 )




Validate your e-mail address

If this stage is not complete, you will then be able to log in again online (e.g. if password forgotten)

Trussted & mail valldaticn

] [, - o "
Dicar partzer.

Firase vabidate your ¢-mail addsess by chicking oo the folewing hek /
{hetpedend vowndfice cachie op comtan common vegter himflemce 3400 JadBe50050cf  w  Mkbngees]

Skl vou meed help of e sy other questions, please feel free 10 comtact us by e-mad ot infoSonelifs op.com

B pepands,

el e ooy Sanvaed

Thir smail var Virue chesked By TTH F usisg two diffezeat Astivicur Exqisas. BRtp: s Swew.sophcs.com

sl ru 1




Confirmation of the validation of the e-mail address

ONE
LIFE

The email address validation is successful




A few special cases...



SPECIAL CASE No. 1: In the event of a lost user number
.. BEFORE or AFTER the process of transition to the new authentication system

- Click on "Lost User Number?”

roffice yourassets Language ~ FAQ

ONE
LIFE

' ® \ YOUr secure
yourof‘flce ( i ’ broker access
\ 2 User number
Lost user number?

B Password

Lost password?

Next

4 Welcome v

i Access v
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SPECIAL CASE No. 1: In the event of a lost user number
..BEFORE or AFTER the process of transition to the new authentication process

- Use the Reconnection Form

- You will be reminded of your user number by e-mail

ONE
LIFE

Reconnection - youroffice

This form must only be used in one of the following cases:
+  You havelost your user num
or
You are no langer able to use our on-line services to update or modify your secusity credentials (password, e-mail address and security questions
for your authentication) ot to reset OneLife OneApp.

N.B. This form is not i only to obtain the reinitialisation of your d. may be done in just a few clicks via the screens provided
for this purpose and ible by clicki “Lost password?".

May we remind you that the sscurity code is abtained via the OneLife OneApp mobile application that you have previously dewnloaded to your
smartphone or tablet.

Please complete and sign this form and send it by post, e-mail or fax to:
OneLife - Customer Services

B.P.110. L-8303 Capellen. Luxembourg
Fax: (+362) 48 67 34 Email: info@enelifeeu com

[Agesey o ][ I
[ D] [hee]
First name ] [ ] [Lastname [

]
[Company I ]
[rades J = ] J
[Pomcods I ] [Town ] ] [Gounzy I ]
[24obite telephone no~ ] | | [E-mail Address= ] | |

* This information MUST be provided

Flease tick the box corresponding to your request (only 1 choice)

[ [rwouwd tome my i indi bove.

| [T wouidike toreset my authentieation information and so sbtain a new pasawod for the fellowing reason(™)

(%) Reminder: a simple reset of one of the following credentials may be done in just a few clicks via the sereens provided for this purpese: your password,
your link to OneLife OneApp, your e-mail address used for the reset or your security questions/answers

[Dateand place of signature ][ ]




SPECIAL CASE No. 2: In the event of a lost password
... BEFORE the process of transition to the new authentication system

- Click on “Lost Password?”

vouroffice  yourassets  Lamguage ~  FAQ
ONE
LIFE
. [ ] \ your secure
yDLII'Dﬂ:ICG ( A ’brokeraocess
A User number
\ Lost user number?
\ & Password
Lost password?
Next
a Welcome v
i Access v
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SPECIAL CASE No. 2: In the event of a lost password
... BEFORE the process of transition to the new authentication system

- Impossible to use your e-mail address since the latter is not yet validated

- Click on "Reconnect” and “Reconnection Form"

yowoffice  yourassets  Language - FAQ
ONE
LIEE

Reset your password
Please fill in your user number

& Usermumber

Please fill in your trusted recovery e-mail address

B E-mail address

& Reconnect v
‘Youmay have lost, disclosed or simply forgotten one of your access codes? In this case, simply download a reconnection.
request and select which one of the access codes you need. As soonas we receive the duly completed and sizned reconnection.
request, we will send your access codes by regular mail. The reconnection request should be sent to OneLife, “Client Service
Team™, B.P. 110, L-8303 Capellen. Fax: (+352) 45 67 34, Email: info@onelife eu.com

\ Gzs

Reconnection form




SPECIAL CASE No. 2: In the event of a lost password
.. BEFORE the process of transition to the new authentication system

- Use the Reconnection Form
- A new password will be send to you by post
(as you have not yet been through the transition screens)

ONE
LIFE

Reconnection - youroffice

This form must only be used in one of the following cases:

+  You havelost your user number
or

+  You are na longer able to use our an-line services to update or modify your security cradentials (password, e-mail address and security questions
for your authentication) ot to reset OneLife OneApp.

N.B. This form is not i only to obtain the reinitialisation of your d. may be done in just a few clicks via the screens provided
for this purp ible by clicki “Lost password?".

May we remind you that the sscurity code is abtained via the OneLife OneApp mobile application that you have previously dewnloaded to your
smartphone or tablet.

Please complete and sign this form and send it by post, e-mail or fax to:
OneLife - Customer Services

B.P.110. L-8303 Capellen. Luxembourg
Fax: (+362) 48 67 34 Email: info@enelifeeu com

[Agesey o ][ I
[ D] [hee]
First name ] [ ] [Lastname [

[Campany’ Il

[2adress [ | [2ddmss2 ][

[Pomcods I ] [Town ] ] [Gounzy I

[240bite telephane na.~ | [E-mail Address= ] |

* This information MUST be provided

Flease tick the box corresponding to your request (only 1 choice)

[ [rwouwd tome my i indi bove.

| [T wouidike toreset my authentieation information and so sbtain a new pasawod for the fellowing reason(™)

(%) Reminder: a simple reset of one of the following credentials may be done in just a few clicks via the sereens provided for this purpese: your password,
your link to OneLife OneApp, your e-mail address used for the reset or your security questions/answers

[Dateand place of signature ][ ]




SPECIAL CASE No. 3: In the event of loss of the TAN card
... BEFORE the process of transition to the new authentication system

- Click on “Lost Code?”

urassets ‘youroffice Language - FAQ

ONE
L1EE

\ Security code

Lost code?

& Welcome

+ Access v

'© OneLife 2017




SPECIAL CASE No. 3: In the event of loss of the TAN card
.. BEFORE the process of transition to the new 1dentification system

- Use the Reconnection Form
- A new password will be sent to you by post

- When you next log on you will be recognised as a new user. You will go directly to the
transition screens to change your password, enter your PIN code, your e-mail address
and answer the 3 questions

ONE
LIFE

Reconnection - youroffice

In order to be reconnected to the youroffice site, please send:

[ ] a new initial password ] |_Ja new secusity code card | [ [ reminder of my user number

In cader to bareconnected to the yousoffice site, please send:

11 ] [ (S ominer ooy voer mber |

My access was denied following:

(| | [ repeatedentiics of inconiect passwords |




SPECIAL CASE No. 4: In the event of a lost password
.. AFTER the process of transition to the new authentication system

- Click on “Lost Password?”

ONE
L EE

A User number

Lost user number?

@  Password

Lost password?

& Welcome

i Access

vouroffice  yourassets  Lamguage ~  FAQ
. [ ] \ your secure
yDLII'Dﬂ:ICG ( A ’brokeraocess
Next
v
v




SPECIAL CASE NO. 4:
In the event of a lost password

.. AFTER the process of transition to the new authentication system

= Enter your user number and your e-mail address

- Move the cursor to the right to unlock the “Next" button on which you may click

vourofficc  yourasets  Language = FAQ
ONE
LIFE

Reset your password

\ Please fill in your user number

L Useroumber

Please fill in your trusted recovery e-mail address
B E-mail address

/]

& Reconnect v




SPECIAL CASE NO. 4:
Confirmation of the e-mail sent to refresh the password

Passweed re 31

E-minl wid metimiafall Pliiss chodk o i




SPECIAL CASE NO. 4:
Once the e-mail has been received, enter the new password creation

process

= click on the link proposed

Eeset your password

JTELRR e LR M . ! i SRS L N o " ¢ . “w ¢
Dear partner
You bate rogaeted 2 reset of your password 80 sccens your Oselife youroffice webste

1f you made thes sequest, please follow the munroctons

To reset your parvwond, plosse clek on the knk below o copy asd paate thn URL st your browser

After 15 mmutes, the hak will 0o longer be valnd

Thas bk takes yos to the secure page where you can change your paswword

Datpss ey yourcdlice onchle eu com tan Common pasvwoed Reset b DdasShod A el &7 angeen)
Should you meed belp or have any other questions, please feel fiee 50 contact us by e-mail ot wio@opelde oo com

Best regands,

Onel de Castomer Servaces

This esall var Virus ahedited DY UIX § wsing tvo differens AAtiviris Engines. NSTE R A "

Dencttenvcom Wurtnd o-mod sibc D

1f you did not yequest 1o have your password reset, please contact us at mfoRoselfe rucom /



SPECIAL CASE NO. 4:
New password creation process screen (stage 1)

= answer the security question and enter the code received,
= then click on “Verify question and OTP code”

[ https://dev2yourofficec X / [ https//dev2yourcffices X e - X
C | A Notsecure | batrsS//dev2.youroffice.onelife.eu.com/tan/common/passwordResethtmli?lang=en Q |
youroffice  yourassets  Language v  FAQ
ONE
LIFE

Reset your password

For security reasons, your avthentication is mandatory.

Security question

What is the first name of your best friend in high school?
| Please smswer the qotion /

OTP code

Start the Onel ife OneApp.

Please enter the OTP code //
ote
Canee] Ty ST /




SPECIAL CASE NO. 4:
New password creation process screen (stage 2)

The new password must contain at least 8 characters,
including at least one capital, a number and a special character

vouroffice  yourasses  Language =  FAQ
ONE
LIFE

Password reset

Timme to reset vour password!
Create 2 new and strong password that you have not et used oa this website.

New password
What is your new password?
& | Password <4

Please confirm your chosen password




SPECIAL CASE NO. 4:
New password change successful confirmation screen

vouroffice  yourassets  Lamguage v  FAQ
ONE
LIFE

Reset completed successfully

Click to continue.




SPECIAL CASE NO. 5:

How to change your e-mail address or refresh the answers to the security
questions

.. AFTER the process of transition to the new authentication system

= click on the "youroffice” icon

ket: Home SiteMap Contact FR NL Logout Setfings

development

Settings
Select an option below /
I I
- =
Youroffice Youroffice
Modify your password Modify your E-mail address

\ ot
\ Youroffice Onelife Mobile Application

Modify your recovery questions Taking Life Assurance with you

mobile access




SPECIAL CASE NO. 5:

How to change your e-mail address or refresh the answers to the security
questions

.. AFTER the process of transition to the new authentication system

- Enter your password

( P
. ® 1 your secure
FOUFDHICE A J broker access /

@ | Password /




SPECIAL CASE NO. 5:

How to change your e-mail address or refresh the answers to the security
questions

.. AFTER the process of transition to the new authentication system

1 . : n

“E-mail address change”
- Answer 3 new questions

your secure
broker access

youroffice { §
Your secure
broker access

youroffice 2

Select and th ity tions. \ .
P R E E Saa Which trusted e-mail address do you want to use?

Security question 1 M ] E-mail address

Security question 2

Security question 3

Security questions change

Your security questions have been changed successfully.




Who to contact for assistance?

If you have any questions about the new authentication rules you can find the
information in the Frequently Asked Questions (FAQ).

You can consult them by clicking on the FAQ button which can be found on all the

authentication screens. If you have any questions which do not appear in these
FAQs, do not hesitate to contact the Onelife Customer Service team by phone or
by e-mail:

Tel: +352 45 67 30 1
E-mail: info@onelife.eu.com



Disclaimer

The content of this document is intended
solely to provide general information on the
products and/or services provided by the life
assurance company, The OneLife Company
S.A. (OnelLife).

It does not constitute any offer or solicitation
for the purchase of any life assurance
product.

Onelife does not warrant, represent or

guarantee that the information contained
within this document is complete, accurate or
up-to-date.

Neither is this information intended to
constitute any form of legal, fiscal or
investment advice and the information
provided in this document or any other pre-
contractual document should therefore be
used only in conjunction with appropriate
professional advice obtained from a suitable
qualified professional source.
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& Welcome

i Access

General Terms & Conditions (GTC)

s Authentication

Strengthen your security

Yol (eIl [el-F-Iet=I Al New authentication system

Once on the LOGIN page of your youroffice

website,

- agree to the disclaimer

- enter your User Number (8 digits) and
Password

- And click on Next as usual.

> Click here if you have lost your
User Number or your Password

@

Read & agree to the youroffice general
conditions adapted to the new
authentication system.

I Go to the bottom of the page using the

elevator and click on "l have read and
accepted the new GTC” to go to the next step.

®

Link your youroffice to OneApp’ :
- Enter a PIN code of your choice (4 digits).
- Download the latest version of Onelife

OneApp from AppStore or Google Store
on your mobile phone/tablet.

- Open the App, select your language code
and the QR refresh scanner is automatically
activated on your phone/tablet.

- You simply have to scan the OR code
present on the youroffice screen with the
scanner of your mobile phone to link the
two tools.


https://itunes.apple.com/us/app/onelife-oneapp/id1158835351?mt=8
https://play.google.com/store/apps/details?id=com.eu.onelife.brokers&hl=en

@

Generate your OTP (“One Time Password)

O - Enter your User Number (same as Step1:
8 digits).

Cancel Confirm

- OneApp automatically launches the OTP
code generator.

I The OTP codes are refreshed every 30

gwer tyuiop seconds and are valid for 2 minutes.

asdfghijk.|

& z xjcv binmEa - Encode the OTP code in the appropriate
s @ espace . field on youroffice.

I'lf you have not entered your OTP code
within 2 minutes, please use the following
OTP code generated by OneLife OneApp.

Strengthen your security

- If your code is valid, click on “Next” to
continue.

(®

Complete the information to use the recovery
process

Useful information for an o

- Enter your E-mail address.

- Answer the 3 security questions.

- Click on Next.

Welcome to youroffice !
The transition is completed.

I Don't forget to validate your e-mail address
within 15 minutes — See the email received.

If this stage is not completed, you will not be able
to use the online recovery process of your
credentials in case of loss/theft.




Lost User number ? the swamstion 1o the New

authentification:

Before & After™ ™ - Click on “Lost user number”.
youroffice (y

- Complete and send us the
Reconnection Form.

- You will be reminded of your

Reconnection - youroffice .
user number by e-mail.

- Click on "“Lost password”.

Before the transition to the New
authentification:

- Click on "Reconnect” and
“Reconnection Form”.

- Complete and send us the
Reconnection Form.

- A new password will be sent to
you by post.

After the transition to the New
Reconnection - youroffice authentiﬁcation:

- Enter your username and your e-
mail address.

- Move the cursor to the right to
unlock the “Next” button on
which you may click.

- Anew password will be sent to
you on your e-mail address : click
on the link of the email to change
it to a personal password

I The new password must contain at
least 8 characters, including at least
one capital, a lower case letter, a
number and a special character




Who to contact for assistance?

If you have any questions about the new authentication rules you can find the
information in the Frequently Asked Questions (FAQ).

You can consult them by clicking on the FAQ button which can be found on all the

authentication screens. If you have any questions which do not appear in these
FAQs, do not hesitate to contact the Onelife Customer Service team by phone or
by e-mail:

Tel: +352 45 67 30 1
E-mail: info@onelife.eu.com



Disclaimer

The content of this document is intended
solely to provide general information on the
products and/or services provided by the life
assurance company, The OneLife Company
S.A. (OnelLife).

It does not constitute any offer or solicitation
for the purchase of any life assurance
product.

Onelife does not warrant, represent or

guarantee that the information contained
within this document is complete, accurate or
up-to-date.

Neither is this information intended to
constitute any form of legal, fiscal or
investment advice and the information
provided in this document or any other pre-
contractual document should therefore be
used only in conjunction with appropriate
professional advice obtained from a suitable
qualified professional source.
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